Abstract
Introduction
Today, rapid technological developments have caused many companies to change the way they do business. Companies without using technology are sure to lag behind in many aspects such as efficiency, connectivity and effectiveness [1] . The Internet can be obtained by searching for the desired information [2] . Connection from the network is required under any circumstances, but connectivity is not always going well, a lot of complexity or problems related to the connection are not going well [3] . The penetration of internet and computer networks has increased rapidly in addition to providing convenience, but also has security problems for companies and individual database users [4] . Along with the development of technology, it is often misused by some irresponsible parties that can cause threats [5] . The application of security systems aims to overcome all problems and constraints, both technically and non-technically which can affect the performance of the system such as availability, confidentiality and integrity factors so that the level of security [6] . Security experts need to investigate the root of the problem, and reduce the threats that are being faced that might arise in the future, so digital forensics must be considered by security experts [7] is shown in Figure 1 . GRR is a quick response procedure for an incident, using the Python language with the aim of conducting live forensics remotely. GRR can be used on hosts running different operating systems. GRR currently has no other competition in using live forensics [8] . The way GRR works are to collect non-synchronized client artifacts, requests with enabled IDs are sent to clients who are interested in collecting the sought artifact data, then serialized and saved to the GRR server. [9] .Is shown in Figure 2 . Technology network security will get what effective results if it uses good governance in its use and is capable of value and evaluation. Network security can be evaluated with various standards such as COBIT, COSO, ITIL, CMM, BS779, ISO 9000. The standard used in security in America is NIST Special Publication 800-30 Revision 1 [10] . The standard, commonly used in Indonesia is ISO 27001 [11] . While for this study using standards COBIT is a standard guide to information technology management practices and a set of documentation for best practices for IT governance that can help auditors, management, and users to bridge the gap among business risk, control needs, and technical issues [12] . This study aims to conduct an evaluation related to network security management that has been implemented with. This study aims to get the value of the level of network security that GRR Rapid Response has been designed by adding an institutionalized GRR Rapid Response, so that recommendations and innovations can be made for information system security in the institution. So that institution can provide security and comfort for users of the network.
Research Methods
The method in this study consists in several stages. as shown in Figure 3 .
Figure 3.
Step method
The stages of the method are divided into six, namely observation, COBIT5 mapping framework, structuring questionnaires, calculating maturity level, gap analysis, and collecting data. The full description is as follows: a. Observation This stage is doing obsession with internet networks that GRR Rapid Response has given so that we can know the work processes and procedures of GRR Rapid Response. b. Mapping the COBIT5 Framework This stage is to carry out an activity statement in accordance with the framework COBIT 5 so that the activity compatibility can be obtained.
c. Preparation of questionnaires
This stage is the making of a questionnaire that will be used to assess the ongoing security process.
d. Calculate Maturity level
This stage is to calculate the maturity level from the results of the questionnaire that has been obtained so that the maturity level value can be obtained at this time. e. Gap analysis.
This stage is to analyze the gap between the current maturity level and the desired maturity target.
f. Compilation of recommendations
This stage is to formulate recommendations that will be given to the agency so that they can be proposed as improvements to the existing network security.
Result and Discussion
In the results section and this discussion in full the stages of the research carried out are explained. As in the previous section this study has four stages. This section will discuss the results obtained at each stage.
Observation GRR Rapid Response Network
GRR is a procedure that consists of different modules, which focus on acquiring various types of live forensic information from client machines [13] . Additionally, GRR is an integral part of this particular model in order to aggregate data and provide forensic evidence [14] . Digital evidence analysis needs to be carried out in accordance with special procedure, procedures and according to forensic analysis, to obtain good digital evidence, so that from digital evidence in the form of valid information to support legal decisions in the trial [15] . This framework is also capable working with large networks as scalability is one of them motivation for the creation of GRR and has several methods to maintain privacy. After observing the network with GRR rapid response, the network topology can be obtained as shown in Figure 4 . 
Mapping the COBIT5 Framework
This stage is mapping the COBIT 5 framework standard with the needs of existing network security evaluations. COBIT 5 framework consists of 5 main domains [16] , as in Figure 5 .
Figure 5. COBIT 5 Domain Framework
Of the 5 existing domains that collect evaluations related to network security is the DSS domain (Deliver, Service and Support). Where in this domain set 6 processes in information technology management [17] , as in Figure 6 . The next process is to compile the DSS05 domain suitability activities with the activities that will be made in the questionnaire. due to the limitations of our writing, we only included one of the 7 DSS05 sub-domain processes, namely DSS05.01. The DSS05.01 process consists of 6 activities, as in Table 1 . Is antivirus on the PC always updated.
4
Regularly review and evaluate information about potential malware threats. 5
Filter incoming traffic, such as e-mail and downloads, to protect against unsolicited information. 6
Conduct periodic training on malware in the use of e-mail and the Internet.
Preparation of questionnaires
Questionnaires are used in the process of determining maturity values. There are 4 respondents in the institution that are related to the system, namely, Network Engineer, Developer Engineer, Admin, and client. To assess the DSS05 domain, a mapping between sub-control objectives and human resources is carried out in the implementation of information systems [18] . RACI is a diagram consisting of Responsible, Accountable, Consulted, and Informed [19] . The mapping is done for all control objectives that are in the DSS05 domain. As in Table 2 . This stage is to determine the scale of value for the ongoing network security process so that it can evaluate the network security activity process in the institution. As in Table 3 . Table 3 it will be combined with Table 2 to get the activity process with DSS05 that will be formed in the questionnaire.
Calculate Maturity level
This stage is to calculate the data from the questionnaire with reference to maturity level. The questionnaire of this study was conducted on 4 respondents, where respondents were directing people who had direct responsibility for network security. While the absolute value which is the value of the maturity model can be seen in Table 4 below. 
The results of these measurements are converted into the maturity level with the scale as follows in Table 5 . 
Gap analysis
Once the existing Maturity Level values are obtained and Maturity The recommendation level (target) has been determined, then the gap between the current condition and the target to be achieved will be analyzed and identified opportunities from the gap to be optimized, as in Table 7 . From Table 7 is a comparison between the desired target and the achievement of the value of Maturity. The existing level of information technology security process has been done so far. So that it can be described as a graph Maturity Level gap as in Figure 8 . Figure 8 , then here is some Gap Maturity Level Analysis. As in Table 8 as follows. The overall value of Maturity Level on DSS05 will be calculated on average so that it will get the level of Maturity Level in the organization or institution [20] . 
Compilation of recommendations
After Maturity Level has been determined, the recommendation preparation process will be carried out. Recommendations that can be given to improve the quality of information system security in the agency: 1) Protect against malware (DSS05.01) is on a Defined level where in this level institutions have implemented network security properly, documented and monitored related to malware. It's just that it still needs a process of development, evaluation and innovation related to network security. So that the maximum results obtained in the next evaluation. 2) Manage network and connectivity security (DSS05.02) is on a Defined level where in this level institutions have implemented security related to network security. Establishing a system used to evaluate threats that will arise, documented and monitored. It's just that it still needs a process of development, evaluation and innovation related to network security. 3) Manage endpoint security (DSS05.03) is on a Defined level where at this level the institution has implemented a network security only that agency must carry out routine evaluations, at least once a month for information systems that are feared to be potential new threats related to the endpoints. 4) Manage user identity and logical access (DSS05.04) is on a Defined level where at this level the institution has implemented network security against the user identity and logical access. In this condition, the implementation of the regulation has been implemented and monitored. It's just that it still needs a development process, evaluation and innovation related to user identity and logical access. 5) Manage physical access to IT assets (DSS05.05) at the Managed level where at this level the institution implements physical network security. Where the process is only carried out with SOP standards. So it still needs activities to document and monitor the security of physical networks. 6) Manage sensitive documents and output devices (DSS05.06) is in a Managed level where at this level the institution provides security related to sensitive document management and output service, in its performance performance has been implemented with SOP. It's just that you need to do an increase in administration and monitoring related to the security of sensitive documents. 7) Monitor the infrastructure for security-related events (DSS05.07) is on a Defined level where at this level the institution implements, documents and monitors every security process infrastructure related events. So that it requires evaluation and innovation in the next step of the process to minimize future threats.
Conclusion
DSS05 Sub-domain Manage security services is a good procedure to be used in the implementation and mega-audit related to network security with GRR Rapid Response. Based on the research conducted by the institution, get the Maturity Level 2.899. So, it can be decided that the institutional maturity level is in Defined. This level stipulates that the institution has implemented, supported and monitored all activities related to network security. However, institutional performance needs to be improved in evaluating and innovating management of existing activities, so that being able to make institutions reach the desired level is Optimized.
